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1	Decision/action requested
It is requested that SA3 approves these editorial changes to TR 33.845
2	References
[bookmark: _Hlk25278649][1]	3GPP TS 33.845, Study on storage and transport of 5GC security parameters for ARPF authentication, v0.3.0
3	Rationale
Editorial changes for clarity.
4	Detailed proposal
START OF CHANGE 1
[bookmark: _Toc56758304]7.2.3	Evaluation
Solution#2 in TR 33.845 [1] proposes that the protection of the LTK during storage in UDR relies on the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 [2].  
The capabilities capability for resource-based authorization introduced to the OAuth 2.0 authorization framework during release 16, fulfils the related security requirements to protect against unauthorized retrieval or modification of the LTK while stored in the UDR when accessing the UDR from other SBA connected NFs, but it does not fulfill the security requirement to protect against other ways of accessing the UDR.
END OF CHANGE 1

START OF CHANGE 2
[bookmark: _Toc56758312]7.4.3	Evaluation
This solution addresses the requirements of the KI by protecting the long-term key in one way: 
-	storing the long-term key in encrypted form in the UDR to UDM/APRF
This solution requires that the UDM/ARPF stores the decryption key. The storage of the decryption key at the UDM/ARPF is subject to the same security requirements as if the ARPF would store the long-term keys. That is, the decryption key is required to be protected from physical attacks and never leave the secure environment of the UDM/ARPF unprotected. This required security of the decryption key can be achieved as it is done in pre-5G networks (e.g. by using a Hardware Security Module in the UDM/ARPF). It may be desirable to export a protected copy of the decryption key to a backup location, to aid recovery if necessary.
END OF CHANGE 2

START OF CHANGE 3
[bookmark: _Toc56758319]7.6.2	Solution details
The OAuth 2.0 based authorization framework defined in 3GPP 33.501[2], clause 13.4.1, is enhanced in Release 16 to support the generation and validation of authorization tokens, including authorization at resource level. This allows the possibility of generating OAuth 2.0 access tokens to restrict retrieval of AuthenticationSubscription data to UDM/ARPF NF type service consumers only, preventing unauthorised access by another other NF types. Such access tokens can be required by the UDM to access the long-term key.
As defined in 3GPP TS 29.505 [11], Clause 5.2.1, Table 5.2.1-1, any modification of the long term key with the AuthenticationSubscription data resource by the UDM/ARPF over Nudr is limited to the sequenceNumber attribute, and attempts to modify any other attribute shall be rejected by the UDR.
Editor’s Note: evaluation of this solution shall also consider the completeness of this solution against all threats to accessing the long-term key.
END OF CHANGE 3



